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• Attached microbes covered by induced
crystallized minerals might be the source
of MIC.

• Scale layers impact the microbial commu-
nity structure and distribution of
entrapped microbiota.

• Corrosive bacteria interplay with each
other and jointly corrode pipe wall.

• Complete schematic corrosion process is
presented to explain the MIC occurrence
mechanism in DWDSs.
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Microbially-induced corrosion (MIC) is unstoppable and extensively spread throughout drinking water distribution
systems (DWDSs) as the cause of pipe leakage and deteriorating water quality. For maintaining drinking water safety
and reducing capital inputs in pipe usage, the possible consequences from MIC in DWDSs is still a research hotspot.
Although most studies have investigated the effects of changing environmental factors on MIC corrosion, the occur-
rence of MIC in DWDSs has not been discussed sufficiently. This review aims to fill this gap by proposing that the for-
mation of deposits with microbial capture may be a source of MIC in newly constructed DWDSs. The microbes early
attaching to the rough pipe surface, followed by chemically and microbially-induced mineral deposits which confers
resistance to disinfectants is ascribed as the first step of MIC occurrence. MIC is then activated in the newly-built, via-
ble, and accessible microenvironment while producing extracellular polymers. With longer pipe service, oligotrophic
microbes slowly grow, and metal pipe materials gradually dissolve synchronously with electron release to microbes,
resulting in pipe-wall damage. Different corrosive microorganisms using pipe material as a reaction substrate would
directly or indirectly cause different types of corrosion. Correspondingly, the formation of scale layers may reflect
the distribution of microbial species and possibly biogenic products. It is therefore assumed that the porous and
loose layer is an ideal microbial-survival environment, capable of providing diverse and sufficient ecological niches.
The usage and chelation of metabolic activities and metabolites, such as acetic, oxalic, citric and glutaric acids, may
lead to the formation of a porous scale layer. Therefore, the microbial interactions within the pipe scale reinforce
the stability of microbial communities and accelerate MIC. Finally, a schematic model of the MIC process is presented
to interpret MIC from its onset to completion.
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1. Introduction

MIC is notoriously prevalent in DWDSs, progressively degrading water
quality and the safety of drinking water transport to the point of pipe leak-
age (Kip and van Veen, 2015; Prest et al., 2016). Although clean water is
pumped fromwater treatment plants (WTPs), DWDSs have been the source
of numerous large-scale water quality issues recently, such as dirty water or
red-water incidents in southern California and a northern city in China (Li
et al., 2016; Yang et al., 2012). These issues manifest at the taps and pose
considerable health risks for customers using DWDSs. Most distribution
networks comprise main pipes, premise plumbing, valves, pumps, meters,
fittings, storage tanks and other essential appurtenances (Liu et al.,
2017b). MIC probably corrodes each part to a different degree (Council,
2007; Fish et al., 2015), releasing poisonous and harmful substances into
bulk water, therein, the dissolution of metal-based pipe further stimulates
metal-oxides scale growth, thereby inducing novel MIC, obstructing pipe-
lines, reducing water cross-section, and leading to breakage in pipes (Jia
et al., 2022; Sarin et al., 2004; Xu et al., 2020). Reportedly, water loss levels
(as a percentage of water supplied) for developed, middle-income, and de-
veloping countries, are 5 %–24 %, 15 %–24 % and 25 %–45 %, respec-
tively, with biocorrosion contributing to pipe leakage as one of the
reasons for water loss (Moe and Rheingans, 2006). In China, a 100 % cov-
erage rate of drinking water supply had achieved in 2012 (Fig. 1), and
the length of the drinking water pipeline still increases steadily by
0.5–0.6 × 105 km per year. However, the water supply industries suffered
a direct loss of 9.69 billion RMB in 2014 due to corrosion, whereinMICwas
the dominant factor (Hou et al., 2017; Jia et al., 2019). The massive capital
loss and unanticipated pollutant release therefore necessitate detailed and
deeper comprehension of MIC in DWDSs.

MIC is typically referred to as the material deterioration caused by di-
verse microbes embedded on the inner surface of the pipe wall (Kip and
van Veen, 2015). Colonized microbes simultaneously produce extracellular
polysaccharides, proteins, nucleic acid substances and quorum-sensing
molecules for survival (Bairoliya et al., 2022; Jia et al., 2019). Thus, micro-
bial metabolites can produce diverse and complex living environments. Un-
fortunately, all secreted products and associated metabolic pathways can
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directly or indirectly damage the pipe wall, rendering DWDSs ineffective.
Additionally, electrochemical corrosion interacts with MIC and promotes
pipe failure, with the metal pipe wall acting as the anode and metal oxides
or oxygen as the cathode (Chen et al., 2022). Thus, pipeline leakagewas the
eventual outcome by the combination of diversified corroding pathways,
resulting in water waste. Before pipeline failure, metal ions, such as, fer-
rous, ferric, cupric, zinc, chromium, lead, vanadium, and cadmium ions
(Chebeir et al., 2016; Gao et al., 2019; Li et al., 2016; Sarin et al., 2004;
Pan et al., 2022; Song, 2016; Tian et al., 2022), are continuously released
from the corroded scale and biological risks caused by pathogens, such as
Pseudomonas aeruginosa, Mycobacterium, and Legionella (Jing et al., 2022;
Waak et al., 2018; Zhao et al., 2022a), synchronously occur. In addition,
to the dangers posed by these opportunistic pathogens, the released
heavy metal ions are notorious for their non-biodegradability, bioaccumu-
lation, high toxicity, and long-term persistence (Zhuang et al., 2019).When
the water source is transformed in WTPs, these hazards encased in the cor-
rosion scale are readily released into bulk water (Pieper et al., 2017). For
example, high blood lead levels were detected in children during the drink-
ing water crisis in Flint, Michigan, USA (Hanna-Attisha et al., 2016; Pieper
et al., 2018). Thus, the goal of drinking water supply should be to provide
high-quality water in households rather than only at the point it leaves
the treatment plant. In addition, the quality of tap water can effectively re-
flect the state of the pipes it flows through (Sakomoto et al., 2020). Inoper-
able DWDSs likely contaminate premium drinking water from WTPs. van
der Wielen et al. (2016) noted that higher turbidity and particles indicate
a larger cell number and a greater likelihood of microbiological risk indica-
tor at taps. Thus, maintaining the safety of pipelines and reducing the
health risks of transported drinking water necessitates an urgent need for
a comprehensive understanding of MIC in DWDSs.

In practice, MIC is also subject to diversified factors, most of which are
attributable to physical conditions of pipes and water parameters via mu-
tual promotion or suppression (Fig. 2). Physical conditions of a pipe refer
to its materials, diameter, hydraulic conditions, and lining, which primarily
affect the attachment of planktonic microorganisms from bulk water by
offering varying physical roughness and interference. Water parameters
include pH, turbidity, temperature, disinfectants, alkalinity, hardness,



Fig. 1. The variation of the coverage rate and length of drinking water pipelines in China from 2001 to 2021.
(Data from Ministry of Housing and Urban-Rural Development of the People's Republic of China).
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chloride and sulfide, cation, and organic matter, which are environmental
factors that have a direct impact on the MIC process (Wang et al., 2021;
Yang et al., 2022). All indexes converge to build a hydroxide-oxide scale
(HOS) on the inner surface of pipes (Table 1), where multiple HOS can be
considered as microreactors mediated by environmental factors and ab-
sorbed microbes to implement MIC (Brossia, 2018; Zhang et al., 2022).
Typically, HOS can effectively prevent chemical corrosion on pipe walls,
primarily caused by redox reactions involving dissolved oxygen and
Fig. 2. The influencing factors of MIC including environmental factors, microbial

3

disinfectants (Zhang et al., 2022). However, HOS also traps microbes
from transported drinking water as a biological source for biofilm (Liu
et al., 2021), and even biocorrosion if it has not been washed for an extend
period. In addition, planktonicmicroorganisms adhered to the pipewall are
capable of inducing initial mineral deposits from bulk water (Liu et al.,
2021), and then the covered microbes are activated under suitable condi-
tions, which is considered the beginning of biocorrosion (Liu et al., 2016;
Vargas and Pizarro, 2016). Moreover, extracellular polymeric substance
community structure, extracellular polymeric substances and corrosion scale.



Table 1
The principal impact factors on the formation of OHS.

Indicators Representors Principles Presentations References

pH Low and high pH value
water

Creating different reaction
microenvironment within pipe wall.

Low pH is conducive to diffuse calcium carbonate
deposited on pipe wall, destroying the protective scale
film simultaneously with releasing microbes embedded
in scale.
Relative high pH value was inclining to forming
carbonate protective film.

(Sander et al., 1996)
(Liu et al., 2021)

Hardness, Alkalinity Soft water and hard
water

Altering the solid precipitations on the
interior surface of drinking pipes to
intercept the direct contact between bulk
and pipe wall.

Certain hardness is kept in drinking water for human
health.
Higher hardness leads to the rapidly formation of CHO
scale layer, readily adsorbing microbes from bulk water.

(Kitano et al., 1975; Liu
et al., 2017b; Sander et al.,
1996)

Temperature Global warming Mainly enhancing microbial activities
entrapped in pipe wall scale.

Temperature increasing actives microbially-induced
carbonate crystallization.

(Izadi et al., 2019; Liu
et al., 2021)

Anions Chloride and sulfate Forming metal-chloride complexes to
damage protective film, making direct
contact between pipe wall and bulk water.

Chloride even at as low as 10 mg/L accelerated the
corrosion rate of lead, break the protective film.
Sulfate usually retains CHO scale film via the formation
of sulfate precipitates.

(Chen et al., 2022; Kitano
et al., 1975)

Inhibitors Phosphate-based and
silicate-based inhibitors

Providing the elemental matters for
microbial proliferation.

0.5 mg/L phosphate performs well in reducing
corrosion rate by from phosphate sediments covering
corrosion points.

(Douterelo et al., 2020;
Molnár et al., 2023)
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(EPS), a gelatinous matrix, is secreted to provide suitable habitats for mi-
crobes and prevent the invasion of disinfectants (Liu et al., 2016; Oliveira
et al., 2016). These substances abundantly exist in the interior of the pipe
wall where biofilm has already formed (Kip and van Veen, 2015). In con-
trast to the oligotrophic environment of DWDSs, massive EPSs provide suf-
ficient carbon for heterotrophicmicrobes to survive (Jia et al., 2019).When
multiple microorganisms are enriched in the pipe scale, the corrosion of the
pipe-wall material is accelerated by microbes living close to the pipe wall
(Xu et al., 2020). Similarly, the corrosion scale provides a readily and acces-
sible environment for microorganisms (Zhang et al., 2021b). Due to the ob-
struction of the corrosion scale, disinfectants in capable of eradicating the
microorganisms that inhabit the pipe scale (Zhang et al., 2021b). In addi-
tion, the dissolved oxygen, pH, and dissolved organic carbon from bulk
water are partitioned into a gradient distribution within the corrosion
scale, gradually decreasing from the surface to the interior (Sarin et al.,
2004). Abundant ecological niches are created for various microbes
(Wang et al., 2015a, 2015b). In the overall hierarchical structure, microbes
inhabiting various ecological niches can gain energy and interact with one
another through electron transfer chains (Pan et al., 2022). Consequently,
the structure of themicrobial communitywould change in terms of in abun-
dance and species, although bacteria typically dominate the pipe scale.
Total corrosion severely compromises the pipe wall. Correspondingly, the
occurrence mechanism of MIC should be investigated further and effective
methods for controllingMIC inDWDSs should be developed. Consequently,
a thorough analysis of theMICmechanisms from the onset to the formation
of the entire corrosion scale layer is necessary.

For precise comprehension of MIC occurring in current DWDSs, this
review discusses the possible origination of MIC in DWDSs and the interac-
tions between microbes and pipe materials with an aim to: (1) explain the
morphology and influence factors of HOS; (2) elucidate the interactions be-
tween different corrosive bacteria and metal pipe wall; and (3) profile the
possibly complete MIC process to elucidate MIC occurrence.

2. The origination of MIC in DWDSs and its influence factors

2.1. Attached microbes induce the formation of HOS layer

HOS in DWDSs is typically the first site for cultivating attachedmicroor-
ganisms. HOS mixed numerous metal oxides that adhered to the internal
surface of pipelines in various shapes, e.g., urchin-like, diamond-like, spher-
ical, or sheet (Zhuang et al., 2019). These preliminary metal deposits at-
tached to a pipe wall with a relatively smooth inner surface can become
the predominant condition for microorganism interception (Wang et al.,
2015a, 2015b). The formation of differentiated scale structures is a re-
sponse to various aquatic environments (Wang et al., 2015a, 2015b).
4

Zhuang et al. (2019) coprecipitated hydroxyl oxidize iron (FeOOH) with
co-existing metal ions. When aluminum, manganese, zinc, and magnesium
were present, agglomerates appeared urchin-like. In contrast, when
coexisting ions were transformed into nonmetallic ions, the precipitate
took on a relatively smooth appearance, e.g., a diamond-like structure
with phosphate coprecipitation and blunt nanorods with humic acid
coprecipitation (Fig. 3a). Therein, the sharp and uneven morphology fea-
tures are more likely to capturing microbes from pipe water due to larger
specific surface area (Zhuang et al., 2019). Typically, capturedmicroorgan-
isms would induce other fine mineral deposits filling up the HOS intervals
withmicrobes gradually enveloped into the scale interior (Emerson, 2018).
The outer-surface morphology of actual pipe scale is rough and uneven,
which is advantageous for the interception of planktonic microorganisms
(Fig. 3b, c). The captured microorganisms revived under suitable nutrient
conditions, consequently triggering MIC in DWDSs (Wang et al., 2023).

2.2. pH

pH affects the final scale surface morphology by providing a specific re-
action microenvironment near pipe wall. Numerous researchers have inves-
tigated the effects of pH on the formation of HOS (Brossia, 2018; Kim et al.,
2011; Li et al., 2022; Sander et al., 1996). Low pH is conducive to dissolve
compact oxides and calcium carbonate, which is typically verified as protec-
tor preventing from pipe corrosion (Sander et al., 1996), thereby releasing
microbes encased in scale. Under certain extreme conditions, such as the
dead end of pipes and low pipeline positions with long-term water shut-
down, iron, copper, and lead are released in large quantities into the water
transported within these pipes (Fanga and Li-Chong Xua, 2002; Pan et al.,
2022; Sakomoto et al., 2020). The relative pH could significantly decrease
blow 4, rapidly multiplying acidophilic microbes and severe pipe-wall dam-
age (Sakomoto et al., 2020). HOS could be rapidly perforated or dissolved in
such low pH through replacement reactions (Zhang et al., 2021b), consider-
ably increasing abiotic and biotic corrosion. When drinking water from
treatment plant is recirculated again through above pipes, abundant mi-
crobes and chemical matters are likely to be washed from corrosion posi-
tions to consumers or any possible downstream pipe sections (Sakomoto
et al., 2020), resulting in newmetal sedimentations with microbes attached
and captured in the downstream pipe. Thus, the pH range of 6.8–9.5 was
recognized as having a low corrosion rate of approximately 0.23 mm/year
(mm/y) in cast iron pipes (Brossia, 2018); correspondingly, drinking water
systems routinely maintain a pH range of 7.3–7.8. In general, pH value fa-
vored the formation of carbonate protective film (Liu et al., 2021); however,
it should be noticed that the formation of carbonate scale film entraps
microbiotas, and a few absorbed microbes cause carbonate sedimentation
in bulk water. This might be additionally the origin of MIC in DWDSs.



Fig. 3. (a) The morphology of FeOOH co-existed with different metal and organic matter (Zhuang et al., 2019); (b) the surface layer, shell-like layer, porous core layer from
left to right of pipe scales (Tian et al., 2022); (c) the practical pipe scale in cast iron pipe. The upper was hard corrosion scale sample and the lower was loose deposit sample
(Pan et al., 2022). (d–e) The microbially-induced calcium carbonate crystallization byMicrococcus luteus and Sphingobium limneticum, respectively (Liu et al., 2021).
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2.3. Hardness and alkalinity

Hardness and alkalinity play an important role in forming calcium car-
bonate, which is also one of the HOS components within DWDSs
(Sakomoto et al., 2020). The concentrations and components of calcium,
magnesium, carbonate, bicarbonate, and hydroxide ions regularly influ-
ence the chemical crystallization rate of carbonate film (Liu et al., 2021).
Thus, it is likely that microbes absorbed by the carbonate film will be
able to survive in the environment. Liu et al. (2017a) identified biofilms
as a calcium accumulation hotspot on the upper surface of polyvinyl chlo-
ride (PVC) pipes in a DWDS. Subsequently, Liu et al. (2021) demonstrated
that mineral layer induced by Micrococcus luteus and Sphingobium
5

limneticum, which were isolated from practical DWDSs, could easily form
bacteria-shaped cavities in microbial calcium carbonate precipitation tests
(Fig. 3d and e). Consequently, the microbial‑carbonate scale layer is likely
the result of the microbial activity. When HOS is dissolved or completely
built-up, the entrapped microbes may function as a source of microbial
leakage or MIC formation.

2.4. Temperature

The formation of harmful organic substances and the proliferation of
microorganisms are significantly influenced by temperature, which essen-
tially accelerates chemical reaction kinetics and metabolic-relative enzyme
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activity. Gunkel et al. (2022) have elucidated the effects of climate change
on water temperature and the survival of diverse microbes. They discov-
ered that climate change increases water temperature, which considerably
intensifies iron and manganese deposition and bioreactivity. As a result,
Gunkel et al. (2022) recommended that the temperature of drinking
water transported through pipelines not exceed 25 °C.

Agudelo-Vera et al. (2020) analyzed the effects of burying polyvinyl
chloride and plastic pipes with an initial water temperature at 15 °C in
soil at 25 °C. They discovered that the water temperature in pipes rapidly
increased from15 to 25 °Cwithin 2 h, and a 10 °C increase caused biochem-
ical reactions to occur two to three times faster than before. Meanwhile,
Izadi et al. (2019) found that an increase in temperature positively impacts
the chemical crystallization of carbonates. Notably, the carbonate concen-
tration was unsaturated, making direct carbonate crystallization on pipe
walls impossible (Liu et al., 2021). However, microbially-induced carbon-
ate deposition appears to be a viable pathway for microbes to attach to
the pipewall, despite the possibility of othermetal coprecipitating activities
with carbonate calcium, such as iron, manganese, arsenic, and lead (Liu
et al., 2021; Molnár et al., 2023).

In addition, intensified microbial activities ineluctably aggravate
microbially influenced corrosion (MIC) in DWDSs, resulting in pipe leakage
under prolonged MIC. Global warming has gradually affected water tem-
perature (Zheng et al., 2023), and the slow released of unknown contami-
nants from the surface of pipes stand out. For instance, vanadium,
chromium, strontium, and cobalt have been identified in the actual pipe
scale, putting consumers' health at risk and primarily contributing to MIC
(Pan et al., 2022). Consequently, an increase in temperature would increase
the prevalence of MIC in DWDSs, particularly in the context of the
ever-increasing pipeline length (Fig. 1). Thus, to determine the potential
for biological contaminants and heavy metal release within DWDSs, it is
necessary to take into account the related research on scale morphology
and microorganism distributions.

2.5. Sulfate and chloride

Sulfate and chloride are the most prevalent inorganic salts found in
drinking water, and are well-known for their ability to promote corrosion
and pitting (Tong et al., 2015). This is because they can form metal-
chloride complexes with numerous substances, which dissolve metal
oxide and result in the death the destruction of host organisms. Tong
et al. (2015) characterized the inner substances of four scales in bulk
water and determined that the concentrations of chloride ions (Cl¯) ranged
from 22.90 to 65.04 mg/L and sulfate ions (SO4

2−) from 62.77 to
135.94 mg/L. They demonstrated that Cl¯ and SO4

2− contribute to the for-
mation of green rust in HOS (Fig. 4c), and the concentration of these ions
is higher near the corroding floor.

2.6. Inhibitors

In DWDSs, phosphate- or silicate-based inhibitors are frequently em-
ployed to successfully form and maintain the protective film on the pipe
wall (Douterelo et al., 2020). In early DWDSs, phosphates were more fre-
quently utilized to reduce iron and manganese precipitates, and arrest
lead leakage (Douterelo et al., 2020). However, these approaches have
also provided the microbial communities with the essential components
necessary for their physiological activities (Jia et al., 2019). Douterelo
et al. (2020) revealed that microbial community shifts toward using or me-
tabolizing phosphate within cast iron pipes, where effluent turbidity in-
creases with phosphate dose, indicating a greater microbial risk than
forming a protective film. Due to unstable efficacy and toxicity, silicate-
based inhibitors are used less frequently to safeguard water quality
(Brossia, 2018). However, the excess dose required to form a protective
film poses novel consumers' risks (Li et al., 2021). Thus, exploring the asso-
ciation between microbes and silicate may comprise a novel approach for
maintaining HOS stability, and the concealed microbes would induce the
formation of new MIC on pipe walls.
6

In another study, Chen et al. (2022) validated that the interaction of
iron material with sulfate is stronger than with chloride, resulting in a
greater loss of electrons from the iron material. In addition, high chloride
levels can directly promote lead release by forming highly soluble lead-
chloride complexes (Zhu et al., 2017). Similar chemical dissolution has
been observed for galvanized, iron, and copper materials (Gustavo r.
Calle et al., 2007; Sander et al., 1996).

Adequate levels of Cl¯ and SO4
2− are conducive to the incorporating

chloride and sulfate with carbonate (Kitano et al., 1975; Petrou and
Terzidaki, 2014). Although Cl¯ and SO4

2−may dissolve the incorporated ox-
ides, this does not necessarily imply that the calcium carbonatewill become
thinner or even disintegrate. However, HOS will not necessarily rupture
due to microbially-induced calcium crystallization if these oxides are ade-
quately dissolved by these inorganic ions while carbonate calcium is consis-
tently supplemented. Future research should yield additional evidence
supporting this hypothesis.

In addition, SO4
2− can be used as reduced matter by sulfuric metabolic

microbes, thereby releasing energy. Thus, under sufficient SO4
2− and the

presence of an inexhaustible metal floor as an electron donor, MIC can
occur consistently.

3. Pipe characterizations influencing MIC

3.1. Pipe selecting microbiota upon pipe wall

The interaction between pipe substrates and biological communities is
crucial for the occurrence of MIC in DWDSs. Drinking water is typically
transported to households using different pipe materials, with plastic and
iron pipes being extensively used in municipal infrastructure worldwide
(Liu et al., 2017b). In addition, steel pipe has emerged as a popular choice
for secondary water supply facilities. Izabela et al. (2016) confirmedmicro-
bial metabolic differences in artificially synthesized tap water when using
different pipes, such as stainless steel, copper, iron cast, polypropylene
(PP), PVC, and polyethylene (PE). The study found that the metabolic activ-
ity ofmicroorganismswas similar in stainless steel (304) and PP, but greater
andmore consistent in copper pipes compared to thosemade from iron cast.
Additionally, Liu et al. (2017a) investigated the microbial community that
interacts with enriched metal elements in high-density PE and PVC pipes,
and found that Flavobacterium spp.was dominant in pipe biofilmwith a rel-
ative abundance roughly twofold higher in HDPE than in PVC.

The pipe-wall biofilm typically contains 104–108 cells/cm2, and associ-
ated organic and inorganic matter, such as heavy metals (e.g., As, Cr, and
Sn) and opportunistic pathogens (Bi et al., 2022). Kimbell et al. (2021) in-
vestigated the variation in microbial communities in cast iron pipelines.
They found that Mycobacterium predominated in all experimental iron cast
pipes, followed by corrosion-related genera such as Geobacter, Geothrix,
Gallionella, Phreatobater, Thiomonas, and Rhodovastum. Additionally, Tang
et al. (2021b) determined that the abundance of mycobacterial gene copies
in ductile iron pipeswas significantly higher than in cast iron pipes, and that
an abundance of nitrogen-cycle bacteria, such as Nitrospira, Nitrosomonas,
Denitrobacter, Rhodanobacter, and Simplicispira, were detected.

For a better understanding of microbial colonization on DWDSs, the po-
tential impact of pipe materials on microbial communities is listed
(Table S1). Sphingomonas and Pseudomonas were frequently identified in
most drinking water pipes. Sphingomonas, a member of Alphaproteobacteria,
can produce gelatinous exopolysaccharides and degrade copper pipes in
DWDSs relatively easily (White et al., 1996). In addition, high resistance
to organometallic toxicity and the ability to inhabit stress conditions, such
as drought, salinity, and heavy metals, comprise additional advantage of
Sphingomonas dominance in DWDSs (Asaf et al., 2020). Pseudomonas is as-
cribed to Gammaproteobacteria, renowned for their metabolic versality
and ability to colonize a wide variety of ecological niches (Yang et al.,
2022). In addition, they comprise a type of highly corrosive bacteria that
transform nitrate using metal pipe as an electron substrate (Section 4).

Mycobacterium is frequently detected in DWDSs, but makes up low
abundance in the whole microbial community. They can survive in an



Fig. 4. (A) The classical iron-based corrosion mode (Zhang et al., 2022); (B) the possible corrosive metabolization pathways (Zhang et al., 2022); (C) the matters diffusion
from bulk water to the interior of pipe scale (Tong et al., 2015).

X. Song et al. Science of the Total Environment 895 (2023) 165034
oligotrophic environment, which facilitates the formation of biofilms and
resistance to the residual disinfectant (Hall-Stoodley et al., 1998). As
biofilms mature, additional autotrophic and heterotrophic microorganisms
are captured via the interception. Meanwhile, the capturedmicrobes are re-
habilitated with extracellular polymer secretion, thereby strengthening the
biofilm scaffold and constructing multipath microbial-mediated redoxes
(Fig. 4b). Notably, complexmicrobial metabolic structures could accelerate
MIC under the lined pipe surface in conjunction with lining dissolution (Liu
et al., 2021). Simultaneously, the tubercles grown on the pipe wall provides
an ideal habitat for various microorganisms.

3.2. Scale structure influenced by MIC

Complete corrosion structures typically contain spatially stratified cor-
rosion products (Zhang et al., 2022). As a result, corrosion scales are typi-
cally divided into four layers: top-surface, shell-like, porous and loose,
7

and floor layers (Fig. 4a). The porous and loose layer connected with the
corrodedfloor ismost likely a result ofmicrobial activities that primarily in-
volves gas and acid production, such as the diffusion of hydrogen sulfide
and the immersion of organic acids. The shell-like layer covered by top de-
posits largely consisting of magnetite and goethite may be mainly attrib-
uted to floor dissolution and the microbial reduction of Fe(III) (Zhang
et al., 2022). Each scale layer comprises different corrosion products and
their corresponding predominating genera. As the scale grows, theflowpat-
tern near the pipe surface changes slowly, causing a portion of bulk water
contacting the pipe surface to stagnate due to an increase in pipe surface
roughness (Tong et al., 2015). Tong et al. (2015) defined three types of
water patterns in corroded pipes: bulk water, steady water, and occluded
water. Hydraulic conditions significantly affect the ion balance of the
three water patterns. Occluded water traps the most metal ions, chloride,
and sulfate at low pH followed by steady water, and bulk water is the
cleanest (Tong et al., 2015). This water distribution generates a powerfully
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stable environment for physicochemical reactions and fosters an abundance
of anaerobic acidophilic microbes, particularly sulfate- and iron-respiring
bacteria (Jia et al., 2019). Within the typical scale structure, the porous
and loose layer makes up a significant portion of the occluded space
where multiple microbial metabolismsmay occur (Tian et al., 2022). More-
over, when occulated water is acidified by acidic gas and organics, it accel-
erates the electrochemical corrosion of all metal materials in the pipes.

4. Microbes regulating the MIC process

4.1. Corrosive bacteria governing MIC

4.1.1. Sulfate-reducing bacteria
Sulfate reduction under oligotrophic conditions in DWDSs requires an

electron donor. Generally, sulfate-reducing bacteria (SRB) can implement
sulfate reduction with organic matter as an electron donor. Released elec-
trons are transported into cytoplasm with sulfate, bisulfite, thiosulfate,
and elemental sulfur as intracellular electron acceptor (Zhou et al., 2011).
In DWDSs, the original organic matter comes mainly from dead cells and
extracellular polymer (Zheng et al., 2023), with trace amounts of organic
matter from bulk water diffusing toward the pipewall. Microbes inhabiting
the relatively exterior scale layer readily consume diffused dissolved or-
ganics for physiological activities, thereby limiting the availability of or-
ganic matter for the inner biota in the bulk water.

In addition, it appears that SBR may be less prevalent than other more
suitable bacteria, such as Mycobacteria, iron-respiring bacteria, and extra-
cellular polymer-producing bacteria. Wherein Mycobacteria, Legionella,
Sphingomonas, Acinetobacter, Bacillus were frequently detected in DWDSs
during field studies (Jing et al., 2022; Wang et al., 2021), and
sulfur-respiring bacteria were found in long-term servicing pipes (Tang
et al., 2021b; Wang et al., 2023). Desulfotomaculum, Desulfovibrio, and
Desulfurivibrio, which are SRB, were discovered in iron pipes lined with ce-
ment mortar that had been in service for 22–26 years (Jia et al., 2022). Al-
though Desulfovibriowas not detected in iron-based pipes, that had been in
service for four to seven years, it was successfully detected in pipes that had
been in service for more than ten years (Tang et al., 2021b). In addition,
~20 % of SRB were discovered in pipes that had been in service for
110 years (Tang et al., 2021b). Consequently, sulfur-reducing reactions
may not readily occur in the pipe wall during the initial phase of scaling.
Nonetheless, the rate of MIC of pipe materials may accelerate upon
sulfate-reducing processes occur in the pipe wall.

Several studies have demonstrated the ability of pure SRB to utilize pipe
metal as an electron doner, particularly during periods of starvation (Gu
et al., 2019; Wu et al., 2015). Gu et al. (2019) demonstrated that electron
donors could transition to zero-valent iron in the absence of organicmatter.
In contrast, Xu and Gu (2014) reduced carbon sources consisting of acetate
and lactate to starve pre-cultivated Desulfovibrio vulgaris biofilms, thereby
confirming that electron donors can transition to zero-valent iron. How-
ever, these studies presumed the presence of sufficient microorganisms.

4.1.2. Iron-respiring bacteria
Earlier studies have reported the identification and distribution of iron-

reducing (IRB) and iron-oxidizing (IOB) bacteria within corrosion scale
layers (Yang et al., 2014a; Zhang et al., 2022). Their metabolic activities
collectively influence corrosion process and consume survival space and
living resources (Zhang et al., 2022). IOB and IRB are currently recognized
as aerobic heterotrophic bacteria (Yang et al., 2022), capable of oxidizing
ferrous iron (Fe2+) into ferric oxides or hydroxides through aerobic respira-
tion. In addition, iron oxides can also be reduced using Fe as an anode. To
verify iron electrochemical reactions in pipe scale, Zhao et al. (2023) exclu-
sively designed a galvanic cell reactor. The cathodic electrode consisted of
different iron oxides (i.e., Fe3O4, α-FeOOH, γ-FeOOH), while Fe0 and
graphene serve as the anode and counter electrode, respectively. The low-
est reduction rate was observed with Fe3O4 and γ-FeOOH, and the highest
reduction rate with α-FeOOH. When these electrochemical reactions occur
between the iron floor and scale layers, the generated electron flow may
8

stimulate microbial proliferation within the interior of scale. With micro-
bial reproduction, the microbes within the pipe scale would further deteri-
orate pipe structure.

In addition, IOB play a role as the incipient colonizers on the pipe sur-
face (Zhang et al., 2022). Aerobic IOB produces an oxygen-free environ-
ment beneath the surface biofilm, which can promote the growth of
anaerobic microorganisms like SRB (Gu et al., 2019). This distinct distribu-
tion of microorganisms constructs aerobic-anoxic-anaerobic hierarchical
structure that fosters the colonization of various microbes. The main com-
ponents of the aerobic scale layer are α-FeOOH and γ-FeOOH, which result
from the IOB's ability to oxidize ferrous compounds (Zhang et al., 2022).
Moreover, in practical DWDSs, deposits consisting of various mineral parti-
cles tend to overlay the shell-like layer. One such deposit is manganese
(Mn), which is widespread and difficult to manage in DWDSs.
Manganese-oxidizing bacteria oxidize Mn(II) to insoluble solid particles
(Li et al., 2022). These Mn particles adhere to the pipe wall and induce lo-
cally anaerobic metabolic activities, protecting previously captured micro-
organisms from disinfectants (Gao et al., 2019). In addition, Li et al. (2022)
demonstrated that Mn(II) oxidation via Mn oxides is more vigorous than
microbially-induced oxidation and the accumulation of Mn oxides pos-
sesses a strong absorption capacity. However, if disinfectants cannot
reach microorganisms, MIC will rapidly develop. Therefore, the corrosion
potential associated with Mn-related deposition warrants additional study
as it may provide a new perspective on the role of Mn deposition in driving
MIC in DWDSs.

4.1.3. Nitric-respiring bacteria
Nitrobacteria have been widely detected and are gradually becoming a

hotspot of microbial genera in DWDSs due to the use of chloramine disin-
fectant (Bairoliya et al., 2022; Zhang et al., 2021a). The presence of
ammonia-oxidizing bacteria increases microbiological risks and indirectly
results in severe nitrification in DWDSs (Zheng et al., 2023). Nitrification
contributes to the depletion of monochloramine, resulting in nitrate forma-
tion and the proliferation of bacteria related to nitrification (Miao and Bai,
2021). Xu et al. (2013) used Bacillus licheniformis biofilm (a type of nitrate-
reducing bacteria, NRB) to corrode carbon steel. The results showed that
iron oxidation was favorable in the presence of redox potential and
microbially-catalyzed nitrate reduction. Nitrate reduction can generate suf-
ficient energy (reduction potential=+760mV) to cause copper to release
electrons (Jia et al., 2019). In addition, the NRB starvation test revealed
that the pre-grown mature denitrifying biofilm on carbon steel accelerated
metal corrosion (Jia et al., 2017b). Abundant nitrifying-related bacteria
proliferate and distribute in DWDSs, naturally providing metabolized or-
ganic substrate for other corrosivemicrobes (Zhang et al., 2022). Therefore,
whenNRBpredominate in themicrobial community of DWDSs, theywould
dramatically accelerate the pipe corrosion processes, which is an inevitable
issue for maintaining the security of DWDS in the future. Table 2 provides
possible relevant corrosive bacteria.

4.1.4. Fungi and archaea
Fungi are typically scavengers in nature and can secrete copious

amounts of organic acids, including acetic, oxalic, citric, glutaric acids
etc., under aerobic growth conditions (Jia et al., 2019). Nonetheless,
these acids can be harmful to pipe walls (Qu et al., 2015a). Fungal spores
are more prevalent than bacteria in DWDS due to their high resistance to
disinfectants (Zhao et al., 2022a). Accordingly, Aspergillus niger, a faculta-
tive filamentous fungus, has been discovered to be capable of causing
MIC pitting corrosion on magnesium alloys (Qu et al., 2015b). Moreover,
fungi can also degrade hydrocarbons with organic acid matters production
(Jia et al., 2019).

Archaea typically lack membrane-bound organelles and a nucleus, and
are known for their ability to survive in environment with extreme salinity,
temperature, pressure, and oxygen deficiency (Gupta, 1998; Jia et al.,
2019). Some archaea can reduce sulfate or nitrate under optimal condi-
tions. In several WWTPs, ammonia-oxidizing archaea have been identified
using chloramine as a disinfectant (Al-Ajeel et al., 2022). The distal zones of



Table 2
The possible corrosive microbes in DWDSs.

Types Aerobic/anaerobic Mechanism of corrosion References

Sulfate reducers
Desulfovibrio,
Desulfomonas,
Desulfotomaculum kuznetsovii,
Archaeoglobus fulgidus,
Desulfosporosinus,
Desulfotomaculum,
Desulfurospirillum,
Desulasobacterium

Anaerobic Use biogenic H2 to reduced sulfur compounds (SO4
2−,

HSO3
−, S2O3

2−, elemental sulfur) to S2− in Cytoplasm where
periplasmic metabolism of H2 directly establishes the
electrochemical gradient for adenosine triphosphate
synthesis.

(Wikieł et al., 2014), (Enning et al., 2012), (Ali et al., 2020),
(Lan et al., 2022), (Venzlaff et al., 2013), (Anandkumar
et al., 2009), (Yang et al., 2014a),

Iron oxidizers/manganese oxidizers
Gallionella,
Mariprofundus, ferrooxydans,
Leptofundus,
Bacillus,
Arthrobacter,
Sphingopyxis
Acidiferrobacter,
Alicyclobacillus,
Leptothrix,
Pedomicrobium,
Rhodomicrobium,
Thiobacillus

Aerobic Oxidizing Fe2+ to Fe3+ and Mn2+ to insoluble Mn3+ or
Mn4+ that was microbially-induced mineralization.
Simultaneously, manganese oxides as catalyst induced
Mn2+ oxidization.

(Thyssen et al., 2015), (Lee et al., 2013), (McBeth et al.,
2011), (Rao et al., 2000), (Linhardt, 2010), (Emerson,
2018), (Wang et al., 2014), (Yang et al., 2014b), (Zhu et al.,
2014), (Zhu et al., 2020), (Li et al., 2022)

Iron reducers/Siderophore-producing
bacteria

Pseudomonas,
Shewanella,
Geobacter,
Acidobacterium,
Anaeromyxobacter,
Geothrix,
Rhodobacter,
Ferribacterium,
Microbacterium,
Mesorhizobium,
Mycobaterium,
Rhizobium,
Rhodococcus,
Nocardia

Aerobic Reducing Fe3+ to Fe2+ and manganese oxide reduction.
Siderophore-producing bacteria capture ferric ions from
iron oxides, accelerating iron dissolution.

(Tang et al., 2019), (Lee et al., 2013), (Rao et al., 2000),
(Bell et al., 2007), (Pan et al., 2017), (Zhou et al., 2016),
(Zhu et al., 2020), (Zhu et al., 2014), (Carrano et al., 2001),
(Schneider et al., 2007), (Zhu et al., 2020)

Sulfur compound oxidizers
Thiobacillus
Acidithiobacillus ferrooxidans
Acidthiobacillus caldus
Alicyclobacillus,
Sulfuricella,
Sulfuricurvum,
Thiobacillus,
Sulfurospirillum

Aerobic Oxidize S2− and SO3
2− to H2SO4, and biogenic inorganic

acids directly dissolve metal or metal oxides, which can
easily damage passive film on steel pipe in DWDSs.

(Lee et al., 2013), (Inaba et al., 2020), (Dong et al., 2018),
(Wang et al., 2015a, 2015b), (Yang et al., 2014a)

Acid producing bacteria and fungi
Massilia,
Nocardioides,
Propionivibrio,
Streptococcus,
Clostridium
Fusarium
Penicillium
Hormoconis
Bacillus subtilis
Marinobacter

Aerobic and
anaerobic

Larger producing organic acids (acetic, oxalic, citric,
glutaric acids, etc.), less nitric acid, sulfuric acid. They can
dissolve diverse metal oxides and chelate metal ions (iron,
copper, zinc, manganese, etc.)

(Ramos Monroy et al., 2019), (Juzeliūnas et al., 2007),
(Little et al., 2001), (Wang et al., 2015a, 2015b), (Zhang
et al., 2022)

Nitrate-reducing bacteria
Bacillus licheniformis
Pseudomonas
Achromobacter,
Corynebacterium,
Micrococcus denitrificans,
Serratia,
Vibrio,
Actinomyces,
Staphylococcus,
Streptococcus

Anaerobic Reducing NO3
− to NO or N2 with relatively energetic metal

(iron, copper, zinc, chromium, etc.) and organics as
electron donors. The MIC capability is stronger than
sulfate-induced corrosion.

(Xu et al., 2013), (Jia et al., 2017a), (Doel et al., 2005),
(Brown, 2001), (Zhu et al., 2014), (Zhou et al., 2016),
(Doel et al., 2005)
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chloramination systems readily enrich these archaea with superior perfor-
mance in life activities compared to ammonia-oxidizing bacteria (Roy
et al., 2020). However, further investigation is needed to determine
9

whether ammonia metabolization in DWDSs may lead to new corrosion is-
sues. Additionally, the process may significantly alter the dominant genus
in biofilms grown on pipe walls, necessitating additional studies.
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4.2. Extracellular polymer enhancing MIC

The viscous forces between bacteria and substratum surfaces are com-
monly attributed to the extracellular polymeric substances that they pro-
duce. These substances aid in the accumulation of more material to form
a biofilm matrix (Bi et al., 2022), while extracellular mineral scaffolds con-
tribute to the structural organization of the matrix via bio-mineralization
(Sakomoto et al., 2020). Meanwhile, EPS protects microbes from environ-
mental stresses and improves the overall fitness of the microbial commu-
nity (Bi et al., 2022). Thus, a viable living environment is the prerequisite
to achieve complicated biochemical reactions that cause pipe-wall corro-
sion (Jia et al., 2017b).

Extracellular polymeric substances consist primarily of proteins, poly-
saccharides, and little nucleic acids, humic acids, enzymes, and cyto-
chromes (Fig. 5a). The results of the three-dimensional excitation
emission matrix fluorescence spectroscopy for EPS typically reveal protein
and humic-like substances in addition to saccharides (Song et al., 2022;
Song et al., 2021). Purportedly, EPS was derived from Desulfovibrionaceae
and Desulfobacteriaceae species containing approximately 60 % protein,
37 % polysaccharides, and 3 % hydrocarbons (Wang et al., 2022). The pro-
teins within EPS, including heme-binding proteins, form a special matrix
that enables the transfer of electrons between cells and solids, knownasme-
diated electron transfer (Chugh et al., 2022). Moreover, humic-like sub-
stances can also act as mediators for electrons transfer by molecular
structures. Stadler et al. (2008) investigated the corrosive effects of EPS
on iron with diverse genera and discovered that corrosion was weakest in
the absence of EPS, whereas the addition of xanthan promoted corrosion
(Fig. 5c and d). Therein, NRB are common MIC-promoting bacteria with
MET processes (Jia et al., 2019). In the presence of EPS, iron is oxidized
into Fe(II) with the release of electrons, which are transferred by mediators
and transported across the cell membrane via the electron transport chain.
Subsequently, nitrate reduction releases energy for bioactivities under bio-
catalysis conditions (Fig. 5b). The small amount of nucleate found in EPS is
affiliated to extracellular DNA, which has the ability to combine withmedi-
ators such as phenazine to accelerate electron transport (Saunders et al.,
2020). In this regard, either pyocyanin or phenazine carboxamide can
bind to extracellular DNA, promoting electron transfer (Wang et al., 2022).

EPS chemical groups play a crucial role in determining the corrosion ef-
ficacy of metal materials (Chugh et al., 2022). Amino, hydroxyl, and car-
boxyl groups are potent fractions that chelate metal ions in EPS,
promoting electron transfer, accelerating biocorrosion and parallelly pro-
moting metal dissolution (Sheng and Yu, 2007). When Cu(II) is entrapped
within EPS, it can significantly enhance Mn(II) oxidization deposition re-
sulting in the acceleration of iron dissolution (Li et al., 2020; Lin and
Ballim, 2012). Under EPS immersion extracted from Desulfovibrio sp.,
Cu2O protective film could be degraded after 11 days (Chen and Zhang,
2018). In addition, some fractions also possess the functions of mediated
electron transfer, as the structure of phenolic hydroxyl recognized as impor-
tant moieties responsible for electron-donating capacity, and quinoid frac-
tions for electron-accepting capacity (Zhao et al., 2022b). When EPS
combines with metal ions, anodic depolarization occurs, resulting in the
corrosion of the metal floor. Thus, any micropore may be hypothesized as
a sole cell for MIC. Additionally, when EPS is distributed throughout the
corrosion scale, MIC migration to new floor points may occur as EPS serves
as a precursor. Additionally, these chemical groups can consume free chlo-
rine and chloramine that diffuse into biofilm (Bi et al., 2022). Thus, the ex-
istence of these fractions with electron-mediated function consolidates MIC
in DWDSs.

Compared tomediated electron transfer, direct electron transfer is prob-
ably a significant pathway for MIC occurrence in materials with protective
films. Passive membranes are often formed on corrosion-resistant steel sur-
faces to prevent inward material oxidation, but they fail to stop damage
from MIC. Tang et al. (2021a) demonstrated that Geobacter species with a
failure of omcS expression, received electrons directly from 316L steel com-
ponents for microbial growth by outer-surface multi-heme c-type cyto-
chromes under anaerobic environments (Fig. 5e). Zhou et al. (2022)
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discovered that microbial direct electron uptake for 316 L stainless steel
corrosion in aerobic environments by similarly constructing defective
Shewanella oneidensisMR-1. These experiments illustrate that the microbial
direct electron transfer pathway is likely to play a major role in the MIC
against the passive film on the pipe surface (Fig. 5b). Overall, microbes
can dive electron transfer from either metal material or organics to metal
oxides by direct electron transfer or indirect pathways, with the assistance
of mediators including flavins and chelated metal ions.

Presently, steel pipes are widely used in water supply, such as cistern
and premise plumping, due to their superior resistance to corrosion and
water pressure (Zhu et al., 2017). However, the components of steel pipes
possibly bring in novel metal contaminants in DWDSs in the future. Chro-
mium(Cr) is one of the most important basic elements for improved corro-
sion resistance. Cui et al. (2016) revealed severe loss under locally
corrosion, and chromite is the main component of corrosion scale of stain-
less steel under reclaimed water with diverse corrosive bacteria deter-
mined. Pan et al. (2022) verified Cr leakage from actual steel pipe scale
with a maximum release of 0.51 μg/g. Cr leakage in DWDSs warrants
more attentions especially under the premise of the large amount of Cr
added to produce steel pipes (Zhongming et al., 2020). Exposure to Cr(VI)
can cause gastrointestinal cancers and skin ulcerations in humans
(Chebeir et al., 2016). Moreover, Cr(III) is still a micronutrient that assists
glucose and lipid metabolism (Barnhart, 1997). However, the effects of Cr
leakage on MIC are still unknown.

4.3. Acid matters enhancing corrosion

Microbial intracellular activities will secrete organic acids that induce
corrosion onmaterial surfaces. Acid-producing bacteria and fungi can capa-
ble of degrading macromolecular organic matter into organic acids
(Fig. 4b), which are typically polybasic weak acids that are more corrosive
to pipe systems than inorganic acids (Jia et al., 2019). In this regard, L-
ascorbic acid has been shown to increase corrosion current densities on
geo-energy pipelines (Madirisha et al., 2022). In contrast, glacial acetic
acid can cause severe corrosion on steel at room temperature at a rate of
0.75–1.25 mm/y (Scribner, 2001). Formic acid, which is highly ionized,
is particularly corrosive to steel (Chen et al., 2012); additionally, long-
chain aliphatic and aromatic acids also have the potential to corrode
metal materials (Scribner, 2001). Nevertheless, acid-producing bacteria
(APB) are mostly fermentative microbes, which means that they can pro-
duce sufficient organic acids to causeMIC in both aerobic and anaerobic en-
vironments (Jia et al., 2019).

Inorganic metabolic products, such as hydrogen sulfide (H2S), also play
an important role in corrosion in DWDSs. H2S acidifies microenvironments
on pipe wall, allowing electrochemical corrosion to occur under neutral
conditions. Fu et al. (2014) discovered that copper was not susceptible to
sulfate reduction (Standard potential = −217 mV) due to the higher re-
duction potentials of Cu+/Cu (Standard potential = +520 mV) and
Cu2+/Cu (Standard potential =+340 mV). In acidic environments, how-
ever, elemental copper can react with biogenetic H2S, which is thermody-
namically favorable and releases 58.3 kJ/mol of energy (Gu et al., 2019;
Gu et al., 2021).Moreover, the pipe scale formed in copper pipes is unstable
and may release toxins. Gustavo r. Calle et al. (2007) investigated copper
release by alternating stagnation and flow events in a field plumbing sys-
tem, discovering that the average stagnation duration of 10 h released an
average of 8.1 mg/L dissolved copper into the bulk water in a pipe with a
length of 1 m and an internal diameter of 1.95 cm. However, metabolic
product analysis is rarely performed in DWDSs, and the potential risks
posed by metabolites should not be neglected in future research. For a bet-
ter understanding the relevant corrosion reactions of pipe metal corrosion,
detailed chemical equations are provided (Table S2).

5. Possibly complete MIC process in DWDSs

To clearly illustrate the evolution of MIC in DWDSs, the schematic
mechanisms for MIC are profiled in three stages (Fig. 6). MIC does not



Fig. 5. (a) The diverse extracellular substances secreted by microbes that protect cells from disinfects provide a viable condition for microorganisms with sufficient carbon
source, and complicate electron chains by cytochrome and humic secreted (Yu, 2020). (b) Representation of Fe oxidization with nitrate reduction by denitrifier and the
interspecific electron transfer between Geobacter and denitrifier that could enhance electron transfer and accelerate MIC in pipe wall (Guo et al., 2023). (c–d) Current-
potential curves of pure iron in 0.2 M K2SO4 solution containing EPS of different origin (0.0067 %. w/v) presented in b, and containing xanthan at different
concentrations (w/v) presented in c. xanthan belongs to the components of EPS. Anodic sweep direction only: 0.05 mV/s. D. vulgaris = Desulovibrio vulgaris; P. cichorii =
Pseudomonas cichorii; R. opacus= Rhodococcus opacus; L. fermentum = Lactobacillus fermentum (Stadler et al., 2008); (e) Biofilm formation on stainless steel after 7 days. A
and E was strain ACL. B and F was strain ACLHF. C and G was strain ACLHFΔomcS, which implies that the defective species fail to transfer electrons directly. D and H was
re-expressed strain ACLHFΔomcS (Tang et al., 2021a).
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Fig. 6. Possible pathways of MIC in DWDSs.
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comprise rapid biochemical reactions in DWDSs. Accordingly, microbial
entrapping should be thefirst step to complete biocorrosion as aMIC source
in DWDSs. Reversible microbial attachment and mineral deposition are
highly prevalent in preliminary serving pipelines (Liu et al., 2016). The
two pathways could be recognized as considerable pathways to initiate
biocorrosion in DWDSs. In stage I, electrochemical reactions dominate on
the pipe wall with metal as the anode and dissolved oxygen as the cathode,
resulting in the gradual emergence of pitting corrosion as a sign of corro-
sion occurrence (Tang et al., 2021a). Chemogenically depositedfine, adher-
ent scales will increase its roughness of a pipe wall. Mineral precipitation is
another phenomenon that is powerful for collectingmicrobiotas, withman-
ganese deposition being common in DWDSs because of its potent MnOx

chemocatalysis and microbial-mediated biocatalysis (Li et al., 2022). How-
ever, themicrobiota is randomly intercepted by the two pathways. The cap-
tured microbes not only possess bacteria but fungi spore, even archaea and
amoebae (Miller et al., 2018). Thus, stage I laid the groundwork for
subsequent MICs.

In stage II, possible MIC pathways involving nitrogen metabolism are
presented. Chloramination can increase the ammonia concentration in
drinking water pipelines (Zheng et al., 2023), subsequently oxidizing into
nitrate, stimulating nitrate-respiring metabolism that can damage iron-
based pipes due to the high redox potential. Upon establishing a bioavail-
able microenvironment, anaerobic iron-respiring metabolism can stabilize
scales on the pipe wall with a magnetite coating on the exterior of scale
layer. Furthermore, electrochemical reactions between the pipe wall and
surrounding liquid continue to occur consistently; thus, coexisting chemical
and MIC would develop in Stage II.

In Stage III, mature biofilms and complete pipe scales exhibit complex
andmultipathMIC behaviors. Both the pipewall and scale components pro-
vide substrates for supporting microbial metabolism, and the drinking pipe
is currently experiencing the most severe corrosion, which will likely result
in leaks under hydrodynamic transformation or external strike. Thus, MIC
becomes predominant in contrast to preliminary electrochemical corrosion.
Notorious sulfate-respiring bacteria can incubate with semiconductor min-
erals (FeSx) accumulated on the pipe wall, thereby connecting various mi-
crobes with it. Additionally, APB also proliferate with the degradation of
organics like microbial bodies and secreta, generating acids and CO2. A
low pHmicroenvironment permeates the pipe wall, corrodingmetal oxides
12
and forming porous and loose layers. Due to the variations in the interior
pipe surface of DWDSs, bulk, steady, and occlude water is separated into
distinct scale spaces. Extremely, nitrate could be dissimilated into ammo-
nium in corrosion scale (Zhang et al., 2022). Ultimately, the developed
scales become contamination sources for the transporteddrinkingwater de-
spite maintaining perfect water quality when it leaves WWTPs.

6. Outlooks

Due to the difficulty in obtaining practical research materials and the
long-time operation required for research in oligotrophic environments,
studies ofMIC in DWDs have been largely limited. In recent years, however,
numerous districts in China, like Shanghai, Fuzhou, Changsha, et al., have
undergone pipeline replacements, resulting in the disposal of numerous
old pipes. This presents a unique opportunity for researchers to investigate
the occurrence of MIC and the potential release of hazardous substances
from MIC. Future studies should therefore conduct comprehensive and
practical research on MIC to determine how to prevent MIC in DWDSs. In
addition to describing themethods for inducingMIC in DWDs, it is essential
to explain the contribution of various environmental factors. The pH range
and distribution within pipe scale were caused by the result of microbial
activities. Thus, the methods and instruments for detecting pH in pipe
scale warrant additional consideration. In contrast to eutrophic living con-
ditions, microbial proliferation in oligotrophic conditions requires the acti-
vation of relevant metabolic genes for anabolism and catabolism (Zhao
et al., 2022b); however, it is unknown whether similar genes play a role
in expression and upregulation. In addition, there is a lack of pertinent re-
search on metabolization products due to their limited accessibility and
availability in practical DWDSs. Moreover, cooperation between utilities
and research institutes should be encouraged to study MIC behaviors in
DWDSs.
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